
Your Privacy Insights FAQ's- UK

What is Your Privacy Insights?

Your Privacy Insights is an online membership programme. We provide our members with access to our database to check if 

their personal and financial data is at risk of being used for identity theft/fraud on the dark web. We provide monthly alerts and 

information on how to keep you and your data safe online.

Do I need to be a Member to get my report?

Yes. In order to retrieve a report, you must first sign up as a member.

How many times can I request a report?

With membership you will receive an initial report during the first month of membership and monthly alerts that summarise 

changes in your status. 

What data can I monitor using Your Privacy Insights?

We search the dark web based on your email address as this is the broadest search criteria. Typically, criminals establish an 

initial profile using a stolen email address and then build the profile by appending personal details such as name, address, email 

address as well as financial data such as your payment card and bank details.

How much does membership cost?

The cost of membership will be detailed in your welcome email.

How do I pay for membership to Your Privacy Insights?

When you sign up to be a member, you provide us with a continuous payment authority so that we can collect repayments 

automatically from your bank account using the payment card you nominate for this purpose. The monthly membership fee is 

payable in advance and will be automatically collected when you first register for the service or at the end of any promotional 

period (such as a free trial period) and then on renewal each month.

What is a 'Continuous Payment Authority'?

A continuous payment authority is a type of payment, sometimes called a 'recurring payment',  that is linked to your credit or 

debit card details.  When you register for our services your provide us with the authority to bill your card details for the 

membership fee.

What happens if collection of my membership fee using continuous payment authority fails?

If the attempt for the membership fee at the end of the trial period or at renewal is unsuccessful we shall use continuous payment 

authority to make up to 15 further attempts over a period of 30 days to collect the full membership fee for that month. The 

attempts set out above will continue until payment in full has been received, or the limit of 15 further attempts has been reached. 

Whilst payment remains outstanding your access to the Service may be suspended pending receipt of the membership fee.

Can I cancel the continuous payment authority?

You have a right to cancel the continuous payment authority at any time. The quickest was to cancel the continuous payment 

authority is to contact us directly using the contact details below. While you have a right to cancel through your bank, this will 

result in a chargeback, which will normally be challenged by us and usually result in the payment of the fee. The best way to 

cancel is to contact us for certainty of the resolution.

Cancellation will be effective from the date that notification is received. Please be aware that if you do cancel you will still owe 

any outstanding membership fees as agreed and your access to the Service will be terminated.



Contact details for cancellation:

Telephone: 0203 868 5778

Post: Your Privacy Insights C/o Kings Head House, 15 London End, Beaconsfield, HP9 2HN Your Social Insights Limited,  

How can I change my account information?

To change your name, date of birth, address or email information, please login to your account portal and send a secure 

message with your account changes. You should also quote both your old and new details so that we can update your records. 

We will then contact you if we require any further information.

How can I cancel my membership to Your Privacy Insights?

To cancel your membership please contact Your Privacy Insights by calling our support telephone number at 0203 868 5778, by 

emailing us on   or by writing to us at our address Kings Head House, contact@yourprivacyinsights.co.uk Your Privacy Insights, 

15 London End, Beaconsfield, HP9 2HN

How do I know my data is secure with you?

Although no transmission over the internet is ever one hundred percent secure, we will always use industry standard security 

when protecting your personal information and have policies and procedures in place to ensure the security of your data that we 

hold or process.

What is the Dark Web Report ?

This aspect of our service provides members with the ability to check if their personal and financial data is at risk of being used 

for identity theft/fraud on the dark web. Specifically, we employ a third party firm that specialises in scanning the dark web to see 

if your data is currently for sale by criminals who stole it. We repeat this scan monthly and provide alerts to changes and what to 

do about it if you have been compromised. We also provide information on how to keep you and your data safe online.

How many times can I request a report?

With membership you will receive an initial report during the first month of membership and monthly alerts that summarise 

changes in your status.

What data can I monitor using this?

We search the dark web based on your email address as this is the broadest search criteria. Typically, criminals establish an 

initial profile using a stolen email address and then build the profile by appending personal details such as name, address, email 

address as well as financial data such as your payment card and bank details.

What is the Dark Web, and how can your company obtain information from it?

The Dark Web is a network of websites similar to the regular internet but which masks the IP addresses of the servers that host 

them. In other words, the websites and material on the Dark Web are not indexed by search engines, making the Dark Web a 

haven for criminal activity.

We work with third parties who scan the Dark Web using sophisticated technology to determine if the details of your data are 

available for sale.
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What is Identity Fraud?

Identity Fraud is when your personal details obtained during the commission of identity theft are used to commit financial fraud (i.

e. steal money from you).

What are the key features of my personal data report?

Our access to extensive databases gives us the capability to tell you whether you are being targeted for identity fraud using our 

high and low risk alerts that hold over half a billion records at any time. Based on evidence to date, all of our data is 100% 

confirmed as being traded between Dark Web criminals who intend to defraud individuals and businesses.

What are the Search Results?

We monitor over 100 dark websites and will use your email address to search our database and find out if your identity has ever 

been traded on these criminal websites.

Based on the search criteria, you will then receive one of three answers: (1) that no records were found to suggest identity fraud 

at the present time; (2) that your email address has been found (and the date on which the record was found), indicating that 

your email was transacted and that you could be a target for Phishing and Spam emails in order to build your identity profile for 

use or future sale; or (3) that a number of your records have been found (and the date on which each of the records was found) 

to have been transacted, suggesting possible Identity fraud.

How are the results presented?

Results are presented as high risk, low risk, or no match and are usually generated based on the number of data fields captured. 

Results are also fed back as risk indicators, and we will provide the number of your personal data items that are for sale on the 

Dark Web. All of this is laid out to you in our report.

Where does your data come from?

All of the data in our database has been in criminal hands and made available on the internet. It may come from criminal bulletin 

boards, criminal chatrooms, or from ftp sites the virtual "street corners" where data is traded on the Dark Web. Sometimes files 

are made available as downloads from websites posing as marketing sites or obtained by "social engineering" conducted by 

highly skilled operators who engage with the criminals.

How did my data get on the Dark Web in the first place?

When people browse the internet and join websites, creating accounts or signing up to online services, they are often required to 

provide their contact details, identification details, and, where services are sold, financial details. While the website that initially 

gathers the information may do so for legitimate purposes, the site may be compromised by hackers through poor security or 

possession of a victim's email and password. Other methods include phishing or spamming emails which encourage the victim to 

part with his or her personal data or through dishonest employees passing personal and financial information to the criminals 

directly.
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